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AyteHntuduxanms

besonacHocTs nH(popMaun

l'ocynapcTBeHHas
nH(pOpMaAIIMOHHAS CUCTEMA

Hoctyn k uadopmanmu
JocTynHoCTh

3ammta uHpOpMaIuu
OT HECAaHKIIMOHUPOBAHHOTO
JocTyna

3amuniaemas uHpopManus

Wnentudukarnuys

HNudopmarmonnas cucrema

NudopmarmoHHbie pecypchl

WudopmanmonHble
TEXHOJIOTUH

WNudopmanus

Kontponupyemas 30Ha

KonduaeHunaabsHOCTh

TEPMHMHDLI U OITPEJEJEHUSA

JleiicTBusl MO TpOBEpKE TMOMJIMHHOCTA CYOBEKTa JOCTyma
B MH(OPMAITMOHHON crcTeMe

CocrosiHME  3alIMIEHHOCTH HWHQPOPMALUH, TIPH KOTOPOM
o0ecrieueHbl  ee  KOH(QUICHIMAIBHOCTb,  JTOCTYMHOCTH
U IIETIOCTHOCTD

WNudopmanmonHas cucrema, co3iaBaeMasi B IeJIsIX pealn3anun
MOJTHOMOYHI roCy/1apCTBEHHBIX OpTraHoB
u obecrieueHust oOMeHa UHOpPMaLUel MeXIy AITHUMHU
OpraHaMH, a TaKKe B MHBIX YCTAaHOBIICHHBIX (efepaTbHBIMU
3aKOHAMHU IeJIsX

Bo3MoxHOCTS TOTy4eHUS HHPOPMAITUHU U €€ UCTIOIb30BaHUS
CocrossHue wuH(pOpMAIMH, XapaKTEpU3yeMoe CIIOCOOHOCTHIO
TEXHUYECKUX CPEICTB M UH(GOPMAIMOHHBIX TEXHOJOTHM
o0ecrieunBaTh OECHPENATCTBEHHBIM MOCTYNn K WH(opManuu
CyObEKTOB, UMEIOIIMX Ha 3TO MOTHOMOYHS

3amuTta MH(QOpPMAaLMM, HAmNpaBieHHas Ha MPEIOTBpPALICHHE
MONy4YeHUs 3alluIiaeMoi MH(OpMallUK 3auHTEPECOBAaHHBIMU
CcyObeKTaMHi C HapyIICHHEM YCTAHOBJICHHBIX HOPMAaTHBHBIMU
U TPABOBBIMH JIOKYMEHTaMH (aKTaMH) WU 00JagaTelIsIMu
uH(pOpMaAIMU TpaB WM MPABUJI pa3rpaHUUYCHUS JOCTYIa
K 3allMInaeMoi nHdopmaruu

Wudopmarusi, sBIAOMAsICS TMPEAMETOM  COOCTBEHHOCTH
U TIOJUIeXAalas 3alluTe B COOTBETCTBUU C TpeOOBaHUAMU
MIPABOBBIX JTOKYMEHTOB WIH TpeOOBaHUSIMH,
yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM HMH(OpMaIuu
[TpucBoenue cyObekTaM U 00bEKTaM AOCTYIa UIeHTU(UKATOpa
u (WIM) CcpaBHEHUE TMPEIBABISEMOro HIEHTU(UKATOpA
C TIEpEYHEM MTPUCBOCHHBIX UICHTH()UKATOPOB

COBOKYMHOCTh cojiepskaleiicss B 6a3zax JAaHHBIX MH(DOpMALIUU
u obecrieunBaronMX ee  00paboTKy  MH(OpPMAIMOHHBIX
TEXHOJIOTHH U TEXHUYECKUX CPEICTB

OTtaenpHbIE AJOKYMEHTBI M OT/IEIbHBIE MAacCHBBI JTOKYMEHTOB,
JOKYMEHTBl M  MAacCHUBBl JOKYMEHTOB, COJEpKalrecs
B MHPOPMAIIMOHHBIX  cHcTeMax (OuOimorekax, apXxuBax,
dbonmax, 6aHKax JaHHBIX, HHHOPMAIIMOHHBIX CUCTEMaX IPYruX
BHJIOB)

[Ipomecchr, meroapl moucka, cOopa, XpaHeHHs, 0OpabOTKH,
MPEIOCTaBIICHUS, PACTIPOCTPAHCHHUS MH(GOPMAIIMK U CIOCOOBI
OCYIIIECTBIICHUS TAKMX MPOIECCOB U METO/IOB

Cenenus (cooOrenus, JTAHHBIC) HE3aBUCUMO
0T (hOpMBI UX IPEJICTABICHUS

[IpocTpancTBO  (TeppuTOpHs, 34aHHE, YacTh  3JaHMUS),
B KOTOPOM HCKIIIOYEHO HEKOHTPOJIMpPYeMOe MpeObIBaHUE JIHII,
HE WMCIOUIMX TOCTOSHHOTO WJIM  pa3oBOr0  JOMYCKa,
Y TIOCTOPOHHUX TPaHCIOPTHBIX CPEICTB

OO0s3aTenbHOE IS BBITIOTHEHUS JTUIIOM, MOTYYHBIIUM JOCTYII
K omnpeneneHHon wHdopmaluu, TpeOoBaHWE HE IMepeaaBaTh
Takylo HMHpOpMaIMIO TPETbUM JHIlAaM Oe3  coriacus
ee obnanaTens



O6paboTka mepcoHAIbHBIX
JTAHHBIX

Omnepatop

[IepconanbHbIE JaHHbBIE

Yrposa 6e3omacHocTH
uHpOpMaITUU

Va3BUMOCTE

[lenoctHOCTH

JelicTBus (onepamuu) ¢ NepCOHANbHBIMUA JTaHHBIMM, BKJIIOUast
cbop, cucTemMaTHu3aluio, HaKOIUIEHHWE, XpaHEHHE, YTOYHEHHE
(oOHOBIIEHHME, U3MEHEHNUE), UCTIONb30BaHHUE, PACIPOCTPAHEHUE
(B TOM wumcie nepenady), o0Oe3IMYMBaHUE, OJIOKMUPOBAHUE,
YHUYTOKEHUE MEPCOHATIBHBIX JaHHBIX

FPOXAAHUH WIM IOPUIMYECKOE JIMIO, OCYILECTBISAIOLINE
JESITENbHOCTh 10 3KCIUTyaTalluyl MH(OPMAaLMOHHON CHCTEMBI,
B TOM uucie no o0paboTke MHGpOpMalLMM, coaepxKaeics
B ee 0a3ax JaHHBIX

JIro6ast mHpOpMANHsI, OTHOCSIIASACS K MPSIMO WIH KOCBEHHO
OIIPECIIEHHOMY MJIM ONpesiesieMoMy (PU3NYECKOMY JIHILY
CoBOKYNHOCTh ~ ycIOBHH ¥ (DakTOpPOB,  CO3JAIOLIMX
MOTEHIUATbHYIO W peasibHO CYLIECTBYIOILYIO
OIIaCHOCTb, CBSI3aHHYI0O €  yTeukol  uH(popmanuu
W/WIIM HECAHKLMOHUPOBAHHBIMH HW/WJIM HENPeJHAMEPEHHBIMU
BO3JECHUCTBUIMU Ha HEE

Henocrarok (cmaboctsp) MIPOrpaMMHOTO
(MporpaMMHO-TEXHUYECKOI'0) CPeICTBA UM UH(OPMAITMOHHON
CUCTEMBl B 1II€JIOM, KOTOpBIH (KOTOpasi) MOET ObITh
UCNOJIb30BaHa Ul pealu3alud  yrpo3  0e30IacHOCTH
uHpopmaruu

VYcroitunBocTh  MHQOpMAIMM K = HECAHKIMOHHPOBAHHOMY
WIM cy4allHOMY BO3JEHCTBUIO Ha Hee B Iporecce o0paboTKu
TEXHUYECKUMHU CPEACTBAMH, PE3YyJIbTaTOM KOTOPOI'O MOXKET
OBITh YHUUYTO)KCHUE U HCKaXeHUE UH(opMaIiu



I'OCTP
IHonutuka

TBJOY

®dCB Poccun
DCTDOK Poccun

OBO3HAYEHUA U COKPAIIIEHUSA

I'ocynapcrBennsiii crangapt Poccuniickoit denepanun

[TonuTuka nH(pOpMAITMOHHON 0e30macHOCTH CaHkr-
[TerepOyprckoro ['ocymapcTBeHHOro OMOIKETHOTO JOUIKOIBHOTO
oOpa3zoBarenbHOr0 yupexaeHus nerckuii can Nel ITpumopckoro
paiiona

['ocynapcTBeHHOE OI0KETHOE TOMIKOILHOE 00pa3oBaTeIbHOE
yupexaenue nerckuii cag Nel IIpumopckoro paiiona CaHKT-
[TetepOypra

denepanpHas cnyxk6a 6e3onacHocTn Poccuniickoit deneparuun
®denepanpHas ClIyk0a 0 TEXHHYECKOMY U DKCIIOPTHOMY KOHTPOITIO



1 OBIIME ITOJIOKEHUSA

Hacrosmas [Tonutuka siBIsieTCsl JOKYMEHTOM, ONPEIESIONIUM HAPaBIEeHUs AeSITETbHOCTH
B oOmactu obOecrmeueHuss WHQPOPMAIIMOHHOW  O€30MACHOCTM W MPEJACTaBIsIeT  COOOMU
CUCTEMAaTU3UPOBAHHOE M3JIOKEHUE Lieel U 3a1a4 MH()OPMaMOHHON 0€30acHOCTH, KaK OJTHO WJIU
HECKOJIbKO MPaBUJI, MPOLEAYp, MPAKTUYECKUX MPUEMOB U PYKOBOISALINX MPHUHIIUIIOB, KOTOPHIMHU
pykoBoacTByeTcst ['ocynapcTBeHHOE OOJDKETHOE [OUIKOJIbHOE OO0pa3oBaTelIbHOE YUpEkIEeHUE
nerckuit can Nel Ilpumopckoro paiiona Cankt- IletepOypra, a Takke OpraHu3allMOHHBIX,
TEXHOJIOTMYECKUX U MPOLETYPHBIX acleKTOB oOecreueHus: HH(GOPMAIIMOHHOM 0€30MacHOCTH.

[lonoxenus  Hactosmed IlomuTUkM HE  pacmpocTpaHsiOoTcs Ha  obecreueHue
MH(POPMALIMOHHOM 0€30MTaCHOCTH CBEACHUH, COCTABIISIONINX TOCYIApPCTBEHHYIO TalHY.

OcHoBHOIM 3amaueii B oOmacth MHGPOPMAMOHHON Oe3omacHocTH [ ocymapcTBEHHOTO
OI0JKETHOTO JTOUIKOJIBHOIO 00pa3oBaTeNbHOr0 YupexaeHus nerckoro caga Nel Ilpumopckoro
paitona Cankt- [lerepOypra (manee, 'BJIOY nerckuii cax Nel), mpu3HaeT COBEPIICHCTBOBAHHE MEP
U CpelCcTB obecrieueHusl 3anuThl nHpopmauu naHpopmarmoHHsix pecypcoB 'BJIOY nerckwmii can
Nel B koHTekcTe pa3BuTHs 3akoHoAarenbcTBa Poccuiickort denepanuu 1 HOPM PETyIMPOBAHUS
UH(POPMAITMOHHON JIESITEIPHOCTH B TEKYLIMX YCIOBHSIX (DYHKIMOHHPOBAHUS HWH(GOPMALMOHHOTO
TOJIS.

[Ipu pa3paborke [TonUTHKKM yUYUTHIBAIMCH OCHOBHBIC MPUHIIUIBI CO3/IaHUS CHCTEM 3alUThI
UHPOPMAIIMN,  XapaKTEPUCTUKA W BO3MOKHOCTH  OpPTaHU3AIMOHHO-TEXHUYECKUX  MeEp
Y COBPEMEHHBIX MPOrpaMMHBIX U allllapaTHO-IPOrpaMMHBIX CPEJCTB 3alUThl UH(POpMALIUHU.

B pamkax cBoeii gearensHoctu ['BJIOY merckuii cam Nel o0s3yercs mpeanpruHUMaTh BCe
BO3MOXHBIE MEPHI /ISl 3aIUTHl HHPOPMAIH OT YTpo3 6€30MacHOCTH HH(OpMAITHH.

TpeGoBanuss wHPOPMAIMOHHOW OE30MACHOCTH, COOTBETCTBYIOT IIEJISIM JICATEILHOCTH
I'BAOY nerckoro caga Nel u mpenHazHA4eHbI A7 CHMKEHUS PHCKOB, CBSI3aHHBIX C peanu3anueit
yrpo3 6e30nacHoCTH HH(POPMAIUH.

[Tonmutuka nocrynna Bcem padorHukam I'BJIOY nerckoro caga Nel u BceM nosb3oBaTensim
€ro PecypcoB.

2 1EJA U 3AJJAYM OBECHEYEHUA UH®OPMAIIMOHHON BE3OIACHOCTH

Cy0bexTbl HHPOPMALIMOHHBINH OTHOIIEHHUH

CyObekxTamu nipu obecrieueHrnn nHpopManronHoi 6e3omacHoctu B 'BJIOY nerckom camy Nel
SIBJISIFOTCS:

pabotauku I'BJIOY nerckoro caga Nel (B ToM 4mcie yBOJICHHEIE),

ponuTenu (3aKOHHBIC TIPEICTABUTEIH ),

¢dbusznueckue U, TPEACTABUTENN KOHTPATEHTOB B pPaMKaX WCIOIHEHUS JIOTOBOPHBIX
00513aTeIbCTB;

¢dbuzmveckue nuia, nogasmue oopamienue B aapec ['bJIOY nerckwmii cax Nel;

IOpUANYECKUE JIUIA, B PAMKaX HCIOIHEHUS JIOTOBOPHBIX 00S3aTENbCTB WU BO UCTIOTHEHHUH
TpeOOBaHMIT CO CTOPOHBI 3aKOHOAATENLCTBA Poccuiickoit denepanuu;

OpraHbl TOCYJapCTBEHHOM BIIACTH.

O0bexThl HHPOPMANMOHHBIX OTHOIICHUH

O06bexTamu HHGOPMALMOHHBIX OTHOIICHHUN SBIISIFOTCS

nndopmarmonnsie pecypebl ' BJIOY nerckoro cama Nel;

nporecchl 00paboTku uHpopManuu B uHGopmannoHHeix cucremax ['B/IOY nmerckoro cama
Nel, mH(pOpPMaIIMOHHBIE TEXHOJOTHH, PErJaMeHTHl U Mpolenypbl cOopa, oOpabOTKH, XpaHEHUs
U nepenadn uHpopMauu;

CHCTEMBI U CPEJICTBA 3alUThl HH(OPMAIIUU, OOBEKTH U TOMEUICHHS, B KOTOPBIX pa3MelleHbI
cpezacTBa 00paboTKU MHPOPMALUH.

enau obecneyenust UHGPpOPMANIHOHHOI 0€30MACHOCTH

OcHoBHOI 11€71RI0 OOecneueHust nHpopManronHoi 6ezonacHoctu ['BJIOY nerckoro caga Nel
SIBJITFOTCSI  IGUCTBUSL HAMpaBJICHBI HA JIOCTMXKEHUE 3alIUThl CYOBEKTOB HMH(OPMAIMOHHBIX
OTHOILIEHUH OT BO3MO)XKHOT'O HAHECEHUS UM MaTepUaibHOIro, PU3NYECKOro, MOPAIbHOTO UM UHOTO

6



yuepba, MOCPEACTBOM CIIY4alHOrO WM TNPEJHAMEPEHHOr0 BO3JACHCTBUS Ha HHGOpMAIHIO,
B TOM YHCIIE!

COOJIIOZICHHUS TPAaBOBOI'O0 pPEXHMMa HCIIONB30BAaHUS MACCHBOB M CPEACTB  00pabOTKH
nHpopMaiuu;

MPEeOTBPAIICHUS] peanu3ali  yYrpo3 0e30MacHOCTH HWHGOpManuu TpHU  OCYIIECTBIECHUU
nestenbHOocTH I'BJIOY nerckoro cama Nel.

3agauu obecneyeHusi UH(POPMALHOHHOI 0e30MACHOCTH

Joctuxenue nenei odecrniedeHnss HHGPOPMALMOHHON 0€30MacHOCTH U CBOWCTB MH(OpMAaIHH,
I'BAOY nerckuii cag Nel pemraercs cieayrOnIMMu 3a1a4aMu

3aIUTHl OT HECAHKIIMOHUPOBAHHOI'O JOCTYTA K UHPOPMAIIMOHHBIM PECypcaM;

pasrpaHUYeHHs JOCTYIa Mojb30BaTeNnell K MH()OPMAIIMOHHBIM, alMapaTHBIM, TPOrpaMMHBIM
U UHBIM pecypcam;

pEruCTpalliil W TEPUOAUYECKOr0 KOHTPOJIS JCHCTBUU IOJIb30OBaTelIe mpu 00paboTKe
3anMIaeMoi nHdopMaly U NepUOJUUECKII KOHTPOJIb KOPPEKTHOCTH UX ACHCTBHIH;

KOHTpOJISI LIEIOCTHOCTH CpEAbl MCIIOIHEHMs] MPOrpaMM M €€ BOCCTaHOBJIEHUE B Cllydae
HapyIICHUS;

obecrieueHuss ayTeHTU(UKAIMM U  UACHTU(DUKAIMK  TOJIb30BaTeNe, Yy4acTBYIOIIMX
B MH(POPMAIIIOHHOM O0OMEHE;

obecrieueHus HCIIPAaBHOCTH MIPUMEHSIEMbIX B MH(OPMaIIMOHHBIX cucTeMax
I'BAOY netckoro caga Nel cpeacTs 3amuThl HHGOpMALINH;

CBOEBPEMEHHOI'0 BBISIBJIGHHE MCTOYHHKOB YIpo3 Oe30MacHOCTH HH(OpMAIH, NTPUYHH
U yCIOBHMH, CIOCOOCTBYIOIIMX  HAHECEHUIO  yliepda  3auHTEpEeCOBaHHBIM  CyObEKTaM
MH(OPMAIMOHHBIX OTHOIICHHUIA;

CO3JITaHMEM CITy>KObI MOHMTOPWHIA M pearupoBaHUs Ha yrpo3bl 0€30MacCHOCTH MH(OpMaIUU
Y HEraTUBHBIE MOCJIECTBUS,

CO3/IaHUEM YCIIOBUH 11 MUHMUMH3AIMH HAHOCUMOT'O yIlepOa HempaBOMEPHBIMH JACHCTBUIMU,
U yCTpaHEHHeE MOCceACTBUI HapyleHus nadopmanronHoii 6ezonacuoctu B 'bJIOY nerckoro cana
Nel.

Pemienue Beimenepeuncienubix 3amad B I'BJAOY gerckom camy Nel ocymecTBisercs
IIOCPEACTBOM

ydeTa BceX MOAJIeKAIUX 3alluTe THPOPMAIIMOHHBIX PECYPCOB;

KYpHAITMPOBAHUSI AIEUCTBUIN MEPCOHANA, OCYIIECTBISIONIEr0 00CTyKUBaHUE U MOTU(DUKALIUIO
MPOrPaMMHBIX M TIPOTPaMMHO-aNNapaTHRIX CPEICTB HH(OPMAIIMOHHBIX CUCTEM;

perilaMeHTAIUH POoIIeccoB 00padboTku nHopmarw, neficteuii padborankos [' 61OV merckoro
caza Nel, oCyIIeCTBIISIIOIIMX SKCIUTyaTalllIoO MPOrPAaMMHBIX U MPOTPaMMHO-aNapaTHBIX CPEACTB, Ha
OCHOBE YTBEP KJAECHHBIX OPraHU3aAIMOHHO-PACIIOPSAIUTENbHBIX TJOKYMEHTOB I10 3alI1Te HHPOpMaIui;

Ha3HAYEHUS U MOJTrOTOBKOH PaOOTHUKOB, OTBETCTBEHHBIX 332 OPTaHHU3ALNI0 U OCYIICCTBICHHE
MEepONpHUsITHII 110 oOecrnieueHno nHpopmanronHoi 6e3omacHoctu B 'BJIOY nerckom camy Nel;

HAJENEeHUsl KaXAO0ro pabOTHUKA MHUHMMAJIbHO HEOOXOJMMBIMU TIpaBaMH Ipu pabore
B MH(POPMAITMOHHON MHPPACTPYKTYpPE COINIACHO UX JOIKHOCTHBIM 00s13aHHOCTSIM;

coOuro/ieHns BceMH pabOTHUKAMU, SKCILTYaTUPYIOIIUMU M O0CITYKHBAIOUIMMH ITPOrPaMMHBIE
U TNpOrpaMMHO-aNIapaTHble  CpelCcTBa, TPeOOBAaHUM  OpPraHU3aIMOHHO-PACIOPSAUTENbHBIX
JOKYMEHTOB I10 BOIpocaM o0ecriedyeHns HHPOPMAIMOHHONW 0€30acHOCTH;

MEePCOHAIBHON OTBETCTBEHHOCTBHIO KaKJOro pabOTHUKA 3a CBOM JEHCTBUS, Y4aCTBYIOIIETO
B paMKax CBOMX (DYHKIIMOHAJBHBIX OOS3aHHOCTEH B mpolieccax aBTOMATU3UPOBAHHON 0OpaboTKH
MH(GOPMALIUU ¥ UMEIOMIETO JOCTYII K pecypcaM HH(PpOPMAITHOHHBIX CUCTEM;

peanu3anuei TEXHOJIOTHYECKUX IPOIECCOB 00pabOoTKM HWHOOpMAIMU C HMCHOJIb30BaHUEM
KOMILJIEKCOB ~ OpPIaHU3AlMOHHO-TEXHUYECKUX MEp  3alUThl [POrpaMMHOro  obOecredeHus,
MIPOrpaMMHO-aIllIapaTHbIX CPENICTB;

MPUHATHS Mep 0 oOecriedeHHnI0 (PU3NUECKOM 1IeTOCTHOCTH MPOrpaMMHO-aNapaTHIX CPEICTB
MH(pOPMALMOHHBIX CUCTEM U MOJ/Iep’)KaHeM HEO0X0IMMOr0 YPOBHS 3aIIUIIIEHHOCTH KOMIIOHEHTOB;

WCTIOJNB30BAaHMUSI IPOTPAMMHBIX M MPOTPAMMHO-AIMAPATHBIX CPEICTB 3alIUTHl WH(POPMALIUU

7



oopabareiBaeMom B I'BOY gerckom cagy Nel W agMUHUCTPATHBHOM TOMIEPKKOM WX
HCIIOJIb30BaHMS,

KOHTPOJsSI ~ COONIONEHUS  IONb30BATesIMM  HMH(MOPMAIIMOHHBIX ~ CHCTEM  TpeOoBaHMI
1o o0ecnedeHn o HHPOPMaIMOHHON 0€30MacHOCTH;

MPOBEICHMS aHan3a d(PPEKTUBHOCTH MPHHATHIX MEP 3aIIUTHl HHPOPMAIIUHA U MPUMEHIEMBIX
cpencts 3amuTthl nHGopmanmu B ' BJIOY nerckom cany;

pa3paboOTKM W pealn3allid TPEIJIOKEHUM TIO0 COBEPIICHCTBOBAHUIO CHCTEM 3aIlUTHI
unpopmanuu B 'BJIOY nerckom camy Nel.

3 TNPUHIMUIIBI OBECIIEYEHUSA TH®OPMAIIMOHHOMN BE3OITACHOCTH

O6ecnieuenre MHGOPMAIIMOHHONW 0€30MAaCHOCTH, JAOHKHO OCYIIECTBIISITHCS B COOTBETCTBUH
CO CJIEAYIOIIMMHU OCHOBHBIMU IPUHLIUIIAMH:

IpuHIMI 3aKOHHOCTH

[Ipu BBIOOpE MeponpUATHN TO 3alIUTEe UHPOPMALUH, JOKHO COOMIOIAThCs JAeCTBYyIOIIEe
3akoHoJarenbcTBO Poccuiickoit denepannu B chepe 3amuThl HHPOPMALUH.

Bce paboTHMKM ODKHBI UMETh INPEJCTaBlIeHHe 00 OTBETCTBEHHOCTH 3a MpPaBOHAPYIIECHUS
B cdepe 3amuthl mHGOpMaruu. [IporpamMuo-anmapaTtaeie cpencrta, npumensemsie B ['BJIOY
nerckoM cany Nel, TOMKHBI UMETh COOTBETCTBYIOLIME JIMIEH3UH, OQUIMATBLHO IPUOOpETaThCs y
npeacTaBuTeNeil pa3pabOTUNKOB STHUX CPEJICTB WM SBJIATHCS UHTEIICKTYaJIbHONW COOCTBEHHOCTHIO
I'BJIOY nerckoro caga Nel.

IIpyuHOMN CHCTEMHOCTH

[Ipu co3naHuM CUCTEMBbI 3aILUThI JODKHBI YUUTHIBATHCS aKTyalbHbIE YTpo3bl 0€30MacHOCTH
UHPOPMAIMH, BO3MOXKHBIE OOBEKTHI W HANpaBICHUs aTaKk Ha HEEe CO CTOPOHBI HAPYIIUTENEH.
CucTema 3alUThI JOJKHA CTPOUTHCS C YUETOM HE TOJIBKO U3BECTHBIX KaHAJIOB YTEUKH MH(OpMaIi,
HO U C YYETOM BO3MOXKHOCTH MOSIBJICHUS HOBBIX YSI3BUMOCTEH B MPOrpaMMHOM O0ECIICUEHUH.

IpuHIMT KOMIJIEKCHOCTH

KomrekcHoe HCmob30BaHUE CPEACTB 3allUThl WH(OpMAIMH MpearonaraeT CorilacoOBaHHOE
IPUMEHEHHE MPH TIOCTPOESHUH LEIOCTHOW CHCTEMBI 3alllUThl, IEPEKPHIBAIOIIEH BCE CYIIECTBEHHbIE
yrpo3sl 0e3omacHocTH HMHGpOpMalWU. 3aluTa JOJMKHA CTPOUTHCS SIIETOHHUpOBaHO. DPu3nmveckas
3alMTa JOJKHA 00ecreunBaThCs (PU3NUECKMMHU CPEICTBAMU M OpraHU3allMOHHBIMU MEpaMHu.

[Tpu mocTpoeHnH, BHEAPEHUH U HKCIUTyaTallUM CUCTEMBI 3allUThl HH(OPMALIUKU PYKOBOJICTBO
I'BAOY nerckoro cana Nel oGecrieunBaet ycinoBust i 3pGEeKTUBHON KOOpIUHALINN IEHCTBHIA BCeX
Ju11, o0ecTieunBaIOIIUX HH()OPMAITMOHHYIO 0€30IMacHOCTb.

IIpuHUMN cCBOEBPEMEHHOCTH

Pazpabotka cucTeMbl 3alIUThl MHPOPMALMU JODKHA BECTUCH MapauIeNbHO ¢ pa3paboTkon
U WHPOPMAIMOHHOW  CHCTEMBL. OTO TIO3BOJHUT  ydecTh TpeOoBaHUS  0O€30macHOCTH
IpU TPOEKTUPOBAHUM ApPXUTEKTYpbl M, B KOHEUHOM cuere, co3jaarb Oosee 3(pdeKkTuBHbIE
MH(pOPMALIMOHHBIE CUCTEMBI, 00JIaJJAl0IIUE TOCTATOYHBIM YPOBHEM 3aLUILIEHHOCTH.

IIpuHIUI NpeeMCTBEHHOCTH

IlocTosiHHOE COBEPIIEHCTBOBAaHUE MEp M CPEACTB 3allUThl HMH(OpMAlMM Ha OCHOBE
MIPEEMCTBEHHOCTU OPraHU3allMOHHBIX M TEXHUYECKHX peIleHUH, KaApoBOro COCTaBa, aHAIN3a
(GyHKIMOHUPOBAaHUS MH(POPMAIMOHHBIX CHCTEM M CHCTEMBI €€ 3alllUThl C YY€TOM H3MEHEHHIt
B METOJaXx M CpeAcTBax IepexBaTa HHGOpPMALMM, HOPMATUBHBIX TpPeOOBAHUN 10 3aIIUTE
uH(pOpMaLUH.

IpuHIUI 10CTATOYHOCTH

CooTBeTCTBHE YPOBHS 3aTpaT Ha oOecrieueHre NHPOPMAIIMOHHON 0€30MaCHOCTH U IIEHHOCTH
MH(POPMAILIMOHHBIX PECYPCOB Ha BETMUYMHY BO3MOXKHOI'0 yIIepOa OT UX pa3rilallleHus, yHUUTOKEHUS
U HCKaxeHus. Mcmoip3yeMble MEpbl M CpPEACTBA 3aIIMTHI MH(OpMAIMM HE JODKHBI YXYILIAaTh
ProHOMHUYECKHE MTOKA3aTENN KOMIIOHEHTOB HH(MOPMAIIMOHHBIX CUCTEM.

IIpyHIMI 0TBETCTBEHHOCTH

BosnoxxeHue 0TBETCTBEHHOCTH 3a oOecrieueHne 0e30MmacHOCTH HH(popMaI 1 ee 00padoTKu
Ha KaXI0ro padOTHHKA B TIpeAenax ero IMOJHOMOUYWH. B COOTBETCTBMM C 3THM NPHHIIAIIOM
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pacrmpesieneHue npaB U O0sA3aHHOCTEH PAOOTHUKOB CTPOMTCS TaKMM 00pa3oM, YTOOBI B CiIy4yae
JA1000r0 HapyIIeHUs ObLT U3BECTEH HAPYIIUTENb.

IpuHUN 000CHOBAHHOCTH M TEXHHUYECKOI peajn3yeMoCTH

NudopmaiimoHHbIe TEXHOIOTUH, TTPOTPAMMHBIE U TIPOTPaMMHO-AIIIAPaTHEIE CPEJICTBA, MEPHI
3amuThl UHGOPMAIUU JIOJIKHBI OBITh pEaM30BaHbl MO COBPEMEHHBIM PEIIEHUSM, O00OCHOBAHBI
C TOYKHU 3pEHUS JOCTMXKCHHUS 33JIaHHOTO YPOBHS 3aIIUIICHHOCTH HH(POPMAIIMH M 3KOHOMHYECKON
[IeTIECOO00Pa3HOCTH, a TaKXE COOTBETCTBOBATH YCTAHOBJICHHBIM HOpPMaM U TpeOOBaHUAM
1o 6e30MacHOCTH UH(OPMAIIHH.

Ipunuun npogeccuonaanzma

Peanmzamust Mep 3amuThl WHGOpPMANMH M DKCIUTyaTallUsl CPEICTB 3allUThl WH(GOpMAITUN
JIOJ>KHA OCYIIECTBIATHCS PO(ECCHOHATBHBIMY CIIEIUATNCTAMU.

[IpuBieueHue cnenuan3upPOBAaHHBIX OPTAHU3AINKA K pa3paboTKe CPEICTB U peaan3aluu Mep
3alUTHl HHPOPMAIIMH, TTOATOTOBJICHHBIX K KOHKPETHOMY BHY ACATEIBLHOCTH IO OOCCIICUCHUIO
6e3omacHoCcTH HH(GOPMAITMOHHBIX PECYPCOB, UMEIOLIUX OIBIT MPAKTUYECKON pabOThI U JTUIICH3UU HA
MIpaBO OKa3aHUs YCIYT B 3TOH o0JIacTy.

IpuHIUN MUHUMU3AIUN NIPUBUJIET Ui TOJIb30BaTeJ e

ObecrieyeHre noab30BaTENEH MPUBHIETUSIMI MUHUMAIIBHO JOCTaTOYHBIMU JJIsl BBIITOJIHEHUS
MMM CBOUX JOJKHOCTHBIX oOsi3anHOcTel B [BJIOY nerckom cama Nel.

4 OCHOBHBIE TPEBOBAHMUA 110 3AINUTE UHO®OPMALIIMHU
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3ammThl HHGOPMAIMU AODKHA TPEIyCMAaTPUBATh KOMIUIEKC OpPraHU3aI[MOHHBIX,
MPOTPaMMHBIX M MPOrPAMMHO-AIIAPATHBIX CPEJICTB U MEp MO 3aluTe WH(OpMAIMU B MpoIecce
ee 00paboTKH.

BrinonHenune TpeOOBaHUN JOCTUTAETCS 3a CUET pean3aly Ha 00beKTax MH(pOpMaTH3AIUU
Mep 10 3aIuTe HHPOpMaIuH:

UICHTUPUKAIMY U ayTeHTU(DUKALIMY CYOBEKTOB JOCTYNA U 00BEKTOB J10CTYIIA;

YIpaBIEHUIO AOCTYIIOM CYOBEKTOB JJOCTYIA K 00bEKTaM JIOCTYTa;

OTrpaHUYECHUIO TPOrPAaMMHOM Cpe/Ibl;

3aIUTE MAITUHHBIX HOCUTEJICH MePCOHAIBHBIX JAHHBIX;

peructpanuu coObITUH OE30MacCHOCTH;

AHTUBHUPYCHOU 3aILUTE;

O0HapYKCHHUIO BTOPIKCHU;

KOHTPOJITIO (aHAIK3Y) 3alUIIEHHOCTH MEPCOHAIBHBIX JaHHBIX;

00eCTIeueHHIO 1IETOCTHOCTH NH(POPMAIITMOHHON CUCTEMBI U TIEPCOHANIBHBIX JaHHBIX;

00ecIe4eHnI0 JOCTYITHOCTH MEPCOHATBHBIX JaHHBIX;

3aIUATHI CPEJIbl BUPTYAIU3ALINH;

3alUTHl TEXHUUECKUX CPEJCTB;

3anUThl H()OPMAITMOHHON CHCTEMBI, €€ CPEJICTB, CHCTEM CBSI3U U MEePEIayuu TaHHBIX;

BBISIBJICHUIO WHITUJICHTOB M pEarupOBaHKE HA HUX;

yIpaBJIeHHUIO KOH(UTypalei HHGOPMAIIMOHHON CUCTEMBI U CUCTEMBI 3alUThI IEPCOHATBHBIX
JTAHHBIX.

I'BAOY nerckuit cam Nel, kak obnagartens mH(OpPMAIMK OTPAaHHMYECHHOIO JOCTYyIa, MPHU
OCYILIECTBIICHMU CBOUX MPaB 003aHO:

COOJIFO/IaTh TIPaBa U 3aKOHHBIE MHTEPECHl MHBIX JIUIT;

MIPUHUMATHh HEOOXOAMMBIE MEPHI 110 3aIUTE HHPOPMAITUH;

OrpaHWYMBATh JOCTYyNl K UH(OpManuu, eciau Takas OOS3aHHOCTh  YCTaHOBJIEHA
3aKOHOaTeNbCTBOM Poccuiickon denepanuu.

B Tom wuwmcne TI'BAOY nerckmit cam Nel, BmpaBe eciu HWHOE HE TPEITYCMOTPEHO
3aKOHOJAaTeILCTBOM Poccuiickoit denepanuu:

paspemniaTh Wik OrPAHUYUBATE JOCTYN K MH(QOPMAIIHH, ONIPEIENISTh OPSAO0K M YCIOBHSI TAKOTO
JIOCTYIIa;



HCIIOJIb30BaTh MH(POPMAIIUIO, B TOM YHCJIE PACIPOCTPAHSTH €€, 10 CBOEMY YCMOTPEHUIO;

nepenaBaTth MH(pOpPMalNMIO JPYTMM JIMIIAM HAa YCTaHOBJIEHHOM 3aKOHOJATEIbCTBOM
Poccutickoit ®@enepanyv OCHOBaHUY;

3alUIIATh YCTaHOBJIEHHBIMH 3aKOHOJaTenbcTBOM Poccuiickoit denepanuu cocodamMu cBOU
MpaBa B CiIy4ae HE3aKOHHOT0 MONyueHus HH(POpMAIIUU UK €€ HE3aKOHHOT'0 UCIIOIb30BaHUS HHBIMU
JUAMU;

OCYIIECTBJISITh WHBIC NEHCTBHS C HWHGOPMAIUECW WIM pa3peniaTh OCYIIECTBICHUE TaKUX
NEUCTBUM, ecnu OSTU JeHCTBUS He MpoTuBOpedyaT (denaepadbHbIM 3aKOHAM U JIPYTUM
HOPMaTUBHO-NIPABOBBIM akTaM Pocculickoit denepanni.

3amuTa WHPOPMAMK  OTPAHUYCHHOTO  JIOCTYNa TPEJACTABJISeT COOOM  MPUHSATHE
OpPTraHU3AlMOHHBIX U TEXHUYECKUX Mep, HalpaBJICHHBIX HA:

co0oieHne KOH(UACHIIMAIBHOCTH HH(OpMaMK (MCKIIOYEHUE HEIMPaBOMEPHOIO JIOCTYIIA,
KOITUPOBAHUS, IPEIOCTABJICHIS HITH PACIIPOCTPAHCHUS HH(OPMAITUH ),

o0ecrieueHue 1MeJI0CTHOCTH WH(popMaIuu (MCKIIIOYCHHE HETPaBOMEPHOTO YHUYTOXCHUS
WM MOU(PULIIMPOBAHUS HH(DOpMAITIH);

peaM3anuio IpaBa Ha JOCTYM K HHpopManuu (UCKITIOYSHHE HEPAaBOMEPHOTO OJIOKHPOBAHHS
uH(pOpMaIInn).

CpencrtBa 3amuThl HHGOOPMAIIMU BHEAPSIOTCS MO pe3yabTaTaMm MPOBEJCHHS OLIEHKH PHCKOB
MH(POPMALIMOHHOM 0e30MaCHOCTH.

Opranuzanus 3amuThl UHGOpMAUKT

[Tpu opranuszanuu B 'BJIOY nerckom cagy Nel 3amutsl uHQOpPMALIUU, TOTKHBI BHITOTHATHCS
tpeboBanus denepanapHoro 3akoHa ot 27.07.2006 Ne 149-03 «O6 undopmanuu, nHPOPMALIMOHHBIX
TEXHOJOTUSIX M O 3amuTe WHGOpMAIUU», KOTOPHIE PETYIHPYIOT OTHOIIEHHUS, CBS3aHHBIC
C YCTaHOBJICHHEM, U3MEHEHHEM U MpEeKpalleHueM pexxruma o0paboTKH 3amuiiaeMoi HHPOpMaluu.
B Tom umcne tpeboBaHus o 3ammrTe MH(OPMAIMH, HE COCTABIISAIOUICH TOCYIAPCTBEHHYIO TaiHY,
coJiepKaIIeiicsi B TOCYAapCTBEHHBIX HH(GOPMAIIMOHHBIX CHCTEMax YTBEP)KJICHHBIC MPUKA30M
OCTOIK Poccun ot 11.02.2013 Ne 17 «O06 yrBepxkaeHuH TpeOOBaHUN O 3amuTe WHPOPMAIUH,
HE  COCTaBJISIIOLIEN  TOCYNapCTBEHHYIO  TalHy, CoOJAep)Kallleicss B TOCYJIapCTBEHHBIX
MH()OPMAITMOHHBIX CUCTEMAax» I TOCYJAapPCTBEHHBIX WH(OPMAIMOHHBIX CHCTEM IO KOTOPBIM
I'BIOY nerckuii cag Nel siBisiercst OnepaTopom.

BTI'BAOY perckom camy Nel moMuMo peanv3anid OCHOBHBIX MEp 3alIMTHl WH(MOpMAIUU
OCYILIECTBIISIETCS:

perynspHas OLEHKa U  YOpaBlieHHe puckamMu HH(OpManuoHHONM  0Oe30MmacHOCTH
B COOTBETCTBUU C YCTAHOBIECHHBIMHU MPOIEAYPAMH B 00OJIACTH YIIPAaBICHUS PUCKAMU;

nH(POPMHUPOBAHUE, o0yueHue U MOBBILIEHHE KBaJTH(PUKAIIUA pabOTHUKOB
I'BJAOY nerckoro caga Nel B chepe nHpopmanmoHHoi 6€30M1aCHOCTH;

METoIu4YecKass TMOMOII, pPa0OTHHKAaM B BoIpocax obecreyeHuss UHGOPMAIIMOHHON
0e30IacHOCTH;

aHAJIN3 ¥ TTOMCK BO3MOXXHOCTEH 10 TTOBBIIICHUIO YPOBHS 3alTUIIICHHOCTA HH(GOPMAIIUH.

Jns opranmzanuu 3amutbl uHGopmarnuu, ['BJIOY nerckuit cam Nel BmpaBe NPUMEHSTH
CpPelICTBA W METOJIbl TEXHUYECKON 3aluThl, MNPEINPUHUMATH JApyrue, HE MPOTHUBOpEUAINe
3aKOoHO1aTenbCTBY Poccuiickont denepannn, MepsI.

B pamkax oOecrnieueHus 3amuThl UHPOPMALIUY, B paMKaX TPYIOBBIX OTHOIIEHUNH HEOOXOAUMO
O3HAKOMHTH O] POCIIHCH PAOOTHUKOB, IOCTYI KOTOPHIX K HHPOPMAIIMHM OTPAaHHYEHHOTO JIOCTYIIA,
HEOOXOAMM JIJIs1 BBITIOJIHEHUSI MU CBOUX JOHDKHOCTHBIX OOSI3aHHOCTEH, C MepeyHeM HHGOpMaIu
orpaHu4eHHoro gocryna, u npuHaTeiMEu B 'BJIOY nerckom cagy Nel mepamu 3anuTtel nHGOpMaIuy.

Oco0eHHOCTH 3aIUTHI EPCOHATbHBIX JAHHBIX

[Mpu opranmsammu ob6pabotkn B I'BJIOY nerckmii cam Nel mnepcoHanbHBIX JaHHBIX
HEO0OXOAMMO PYKOBOJICTBOBAThCs TpeboBanmsmu denepanpHoro 3akoHa ot 27.07.2006 Ne 152-03
«O nepCoOHANbHBIX JIAHHBIX.

[Tepedyensr Mep, BbimonHeHHe KOoTopbix obecrneunBaer ['BAOY nmerckmii cag Nel B kauectBe
oreparopa nepcoHalbHBIX JAHHBIX, TOJIYKEH BKIIOYATh:
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HazHauenne B ['BJIOY nerckom camy Nel OTBETCTBEHHOrO 3a OpraHu3aIuio 00pabOTKH
NEePCOHAIBHBIX TAaHHBIX;

pa3paboTKy JOKYMEHTOB, OMPECISIONINX MPaBUia B OTHOIIEHUU 00paOOTKU MEPCOHATBHBIX
nanHbX B ['BJIOY nerckom caxy Nel, jiokanbHBIX aKkTOB IO BOIpocaM 0OpaOOTKH MEepCOHATBHBIX
JIAHHBIX;

NPUMEHEHHE OpPTraHM3alMOHHBIX M TEXHUYECKUX Mep Mo obecrneueHuro 0e30ImacHOCTH
MEPCOHANBHBIX JaHHBIX B COOTBETCTBUHM cO cTatberd 19 DemepanpHoro 3akona or 27.07.2006
Ne 152-®3 «O nepcoHaNbHBIX TaHHBIXY;

BBINOJIHEHHE TPeOOBAHUHN MO COCTABY M COIEPIKAHUIO OPTaHU3AIMOHHBIX U TEXHUYECKUX Mep
Mo oOecredeHuIo 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX NMPH UX 00paboTke B WH(OPMALIMOHHBIX
CHUCTEMaX MEePCOHATBHBIX TaHHBIX YTBepKIEHHBIX [Ipukazom ®CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBEp)KJICHHH COCTaBa U COIEPKAHMS OPraHU3aLMOHHBIX U TEXHHYECKHX MEp M0 00eCIIeYCHHIO
0€30MacHOCTH MEPCOHAIBHBIX JaHHBIX INpPU HMX 00paboTke B MH(POPMAIMOHHBIX CHCTEMax
MEPCOHANIBHBIX 1aHHBIX);

OLIEHKY Bpe€Aa, KOTOpbIH MOXeT ObITh MNPHUYMHEH CYOBEKTaM IEpPCOHAIBHBIX JaHHBIX
B cinydae Hapymenus PenepanbHoro 3akoHa Ne 152-dD3, cooTHOmEHHWE YyKa3aHHOTO Bpejaa
U NIPUHUMAEMBIX OIEPaTOPOM MeEp, HAlpaBJIEHHBIX Ha OOECIEeYEHHE BBIIOIHEHUs 00S3aHHOCTEH,
npenycMorpeHHbIx DenepanbHbiM 3akoHOM Ne 152-D3;

o3HakomiieHue paborHukoB ['bJIOY nerckoro caga Nel, HemocpeaCTBEHHO OCYIIECTBIISIONINX
00paboTKy MEPCOHAIBHBIX JAaHHBIX, C MOJIOKEHUSAMH 3aKOHOAaTeabcTBa Poccuiickoit denepanuu
O TEpPCOHAJbHBIX JAaHHBIX, B TOM 4YHCIE TPEeOOBAHUSAMH K 3alllUTe MEPCOHAIBHBIX JAHHBIX,
JTOoKyMeHTamu, onpenernstomumu Tpedoanns ['b/I0OY nerckoro caga Nel B oTHOmIEHHH 00pabOTKH
MEpPCOHANIbHBIX JaHHBIX U 00y4YeHHE, IPU HEOOXOJUMOCTH, YKa3aHHBIX PAOOTHUKOB.

ObecnieueHne 6€30MaCHOCTH MEPCOHATIBHBIX JAHHBIX JIOCTUTAETCS, B YACTHOCTH:

OlpeneNieHueM  Yrpo3 W Hapymurtened  0e30MacHOCTH — MEPCOHANBHBIX  JaHHBIX
IpH UX 00paboTKe B UHPOPMALIMOHHBIX CUCTEMAaX IMEPCOHABHBIX JaHHBIX;

ONPENECICHUEM YpPOBHS  3AIlUIIEHHOCTH IEPCOHAIBHBIX JAaHHBIX B  COOTBETCTBUHU
¢ tpeboBanusmu I[loctanosnenus [IpaButenscrBa Poccuiickoit @enepanuu ot 01.11.2012 Ne 1119
«O06 yTBepkJIeHUU TpeOOBaHMI K 3alllUTe MEPCOHAIbHBIX JAaHHBIX MpU UX 00padoTke
B MH(OPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JAaHHBIX ),

IIPUMEHEHUEM IPOILIEAIINX B YCTAaHOBJIEHHOM IOPSIIKE IPOLEAYPY OLEHKH COOTBETCTBMS
CPEICTB 3aIIUThHI UH(OpMaIUK;

OLIEHKOH 3()(h)eKTUBHOCTH NPUHUMAEMBIX MEp M0 3alllUTe MEePCOHAIBHBIX JAaHHBIX 0 BBOJA
B HKCIUTyaTalMio HH(HOPMAILIMOHHON CUCTEMbI IEPCOHANBHBIX IaHHBIX;

BOCCTAHOBJIEHMEM I1€PCOHAIbHBIX JAHHBIX, BCIEACTBUE MOIYYEHUS] HECAHKIIMOHUPOBAHHOIO
JOCTYIa K HUM;

YCTAQHOBJIEHHWEM IpaBWJI  JOCTylla K IEpCOHAIbHBIM  JAHHBIM, 00pabaThIBAEMBIM
B MH(OPMAIMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX JAaHHBIX, a TaKKe OOECIIEYeHHEM pPETHUCTpaIuu
U y4yeTa BCcexX JeMCTBHI, COBEpIIaeMbIX C IEPCOHATbHBIMU JAHHBIMU B HH()OPMAIIMOHHBIX CHCTEMAX
[EPCOHAJIBHBIX JTAHHBIX;

KOHTPOJIEM 3a IPUHUMAEMBIMU MEPAMH I10 3aLUTE NEPCOHAIBHBIX JAaHHBIX U ONPENEICHHOIO
YPOBHSl 3aIMIIEHHOCTH HH(POPMAIIMOHHBIX CHCTEMax I[E€PCOHANbHBIX JaHHBIX B IIpolecce
ee IKCIUTyaTaluu.

5 OCHOBHBIE TPEBOBAHUSA K ITPOHECCAM OBECIIEYEHUWSA
WH®OPMAIIMOHHOM BE3OIIACHOCTHA

MeTtoanueckoe pyKOBOJCTBO, pa3pabOTKy pelIeHuH 1Mo 3aluTe HHPOpMAIHH, COTIaCOBaHUE
BBIOOpA CPEICTB BBHIYMCIUTEILHON TEXHHWKH, MPOrPAMMHBIX M MPOrPAMMHO-ANIApaTHBIX CPEICTB
3amuThl UH()OpPMAIMKU, OPraHU3alui0 PadOT MO BBISBICHUIO BO3MOXKHOCTEH W MPEIYMPEKICHUIO
yT€YKd W CBOWCTB 3alllMIIaeMOil HMHQpOpMalMM, AaTTecTaluio O0O0BEKTOB HWH(OpMaTHU3ALUN
ocymiecTBisitoT cotpyaauku I'BJIOY nerckoro caga Nel (ynonmHomMoueHHbIE).

®usznueckas 6e30MaCHOCTH
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[IpunsATHIE OpraHU3alMOHHBIE U TEXHUYECKHE MepbI 10 3anuTe nomenienuit 'bJIOY nerckoro
cana Nel, cepBepHOro U KOMMYTAI[MOHHOTO 000OpYIOBaHUs, aBTOMATU3UPOBAHHBIX PabOUYUX MECT
nosnb3oBarenel nHpopmanmonubix cucteM I'BJIOY nerckoro caga Nel obecrieunBaroT peanusanuio
CIIEYIOIUX MEp I10:

pasrpaHudeHuIo Joctyna paborHukoB B momemieHuss [BJIOY nmerckoro cama Nel B
COOTBETCTBHUH C UX NOJTHOMOYUSMHU U JIOJDKHOCTHBIMH 00S3aHHOCTSIMU;

peructpauuu (akToB BXOAa paOOTHHUKOB B TMOMEIIEHHUS B KOTOpPBIX Belercs oOpaldoTka
MEePCOHANIbHBIX JaHHBIX;

KOHTpOJMpyeMoMy TpeObiBaHuio moctopoHHMX Jjuil B I'BJIOY nerckom camy Nel B
MIOMELIEHUs, B KOTOPBIX BeJeTcsl 00paboTka MHPOPMAIMU OIrPaHUYEHHOIO JI0CTYIA U Pa3MELEHBI
anmnapaTHbIe CpeJICTBAa HH(POPMAIIMOHH Ol CHCTEMBI,;

OpraHu3aliy PeKuMa KOHTPOIUPYEMOr0 BHOCA/BBIHOCA CPEACTB 00pabOTKU MHPOPMALIUH.

[Momemenust JIOY momkHbBI OBITH 000PYAOBAaHBI JETEKTOPAMHU OTHS U JIbIMA, OTHETYITUTEIISIMH,
CUCTeMaM{ KOHAMIIMOHUPOBAHUS BO3/IyXa, CPEACTBAMU OXPAHHO-TIOKaPHON CUTHATM3AIIH.

OcHoBHOe cepBepHOe U KoMMyTanonHoe obopynoBanue [’ BJIOY nerckoro camga Nel gomkHO
OBITh 3alllMIIEHO OT MepedOoeB B MOAAYE BJIEKTPOIHEPIHH IYyTEM MOJKIIOUYEHHS K 3JIEKTPOCETH C
MPUMEHEHUEM HCTOYHMKOB OecriepeOOMHOro NUTaHUS M PE3EPBHOIO AHU3ENb-TeHepaTopa.
Hctounuku OecriepeOOMHOrO0 MUTAHUA HEOOXOJHMMO pEryasipHO TECTHPOBATh M IPOBEPSTH
YIOJTHOMOYEHHBIM padoTHUKaM JIOY B COOTBETCTBUU € PEKOMEHAALMSIMU TPOU3BOINUTEINS.

[TopTaTHBHBIE TEXHUYECKHE CPEJICTBA HE TOJKHBI OCTABATHCS 3a IIpeeiaMUi KOHTPOJIUPYEeMOit
30HbI JIOY Ge3 KoHTpoIst co cTopoHbl paboTHUKOB JJOY.

Be3onacHocTh Ha paboueM MecTe

3anperiaercss BECTH 3alliCh Mapojied B OTKPHITOM BHUAE Ha MaTepUaJbHBIX HOCHUTEIS,
3a UCKITIOYEHHUEM CI1y4aeB, PeriaMeHTUPOBAHHBIX METOJIOB XPAHECHHUS.

JIOKyMEHTBI M HOCHTENU ¢ WH(OpManueld OrpaHHMYEHHOTO JOCTYIA IOJKHBI YOHpAaThCs
B omeyaTeiBaeMbie MecTa (ceiidpl, mkadpl W T.OI.), OpH yXome ¢ pabouyero Mmecra.
Ha aBTomaTtu3upoBanHoMm pabouem mecte [lonp3oBartens pabouas ceccust JoHKHA ObITH MPEpBaHa,
paGoumii cronm 3abmokupoBaH. Bxona monb3oBaTeNss B CUCTEMY HE JOJDKEH BBIIOIHATHCS
aBTOMATHUYECKH.

JlokyMeHTBI, coaepxaiire HHGOpMaInio OrpaHUYEHHOTO JOCTYMA, JOHKHBI Cpa3y U3bIMAThCS
W3 TeYaTarolMX ycTpoucTB. Jlns yTwim3anuu KOH(PHUIACHIIMATBHBIX JTOKYMEHTOB, JIOJIKHBI
WCTIONB30BaThCSl YHUUITOXKUTENN JIOKYMEHTOB HEe HWXe 4 YpOBHS IO CTaHAApTy O€30MacHOCTH,
MPUMEHSIEMOMY K YHUUTOXKHUTEISAM JOKYMEHTOB.

IIpy wucnonb30BaHMM MOOWIBHBIX TEXHHYECKUX CPEICTB HEOOXOIMMO COOII0AATh
JIOTIOJTHUTENIBHBIE MEPHl IO pErjaMeHTallud U KOHTPOJIO HCIONB30BAaHMS B HH(OpMAIMOHHON
cUCTeMe MOOUJIbHBIX TEXHUUYECKUX CPEJICTB.

Haxoxnenue mnpencraBuTeneil IOpUAMYECKUX JIML B pPaMKaxX MCIOIHEHUS JOTOBOPHBIX
00513aTeIbCTB B IOMEILEHUAX B KOTOPBIX BeAeTCs 00padoTka nH(pOpMaIMy OrPaHUYEHHOT O 10CTyIa
MH(OPMaIIMOHHON CHCTEMBI, BO3MOXHO TOJILKO B cornpoBoxaeHuu padotHuka I'BJIOY nerckoro
cana Nel nmomyiieHHOro 10 00paboTKu Takoi HHGOpMAIUH.

Pa3mMerenue TeXHUYECKUX CPECTB BBIBOAA HHPOpMaIuu B nomenieHusx JJOY mpousBoaurcs
C YYETOM HCKIIIOYEHHS BO3MOXKHOCTH BH3YaJbHOTO MpPOCMOTpa HH(GOpMALUU IOCTOPOHHUMU
JaUIamMu U paboTHUKAMHU, HE JOMYIIEHHBIM K paboTe ¢ JaHHOU nH(OpMaLHeH.

TexHuueckue cpeicTBa JODKHBI pa3MEIaThCs M XPaHUTHCS TAKUM 00pa3oM, 4TOOBI COKPATUTh
BO3MOXKHBII pUCK MOBPEXKIACHUS M YTPO3bl HECAHKIIMOHUPOBAHHOIO IOCTYIIA.

Texnuueckoe 00cayKUBaHUE 000PYA0BAHMS

Texuunueckue cpenctsa JOY nomxHBI NPOXOIUTh HA PETYISIPHONM OCHOBE CEPBHUCHOE
00CITy’kKMBaHUE B COOTBETCTBUHU C PEKOMEHAALNUSIMU NPOU3BOIUTENIEH 000y 10BaHUS.

PemMoHT u cepBHCHOe o0OcTyKMBaHHE OOOPYIOBAaHUS JOJDKHBI BBIIOTHATHCS TOJIBKO
KBTU(DUIIMPOBAHHBIMU CIICIIHATACTAMH.

Texnuueckoe o0ciyxuBaHHue OOOpPYIOBaHUS CTOPOHHUMHU OpraHU3alUsSMU HE JOJDKHO
MIPUBOJUTH K PUCKY HApYIICHUS KOH(DUICHIIMAIBHOCTH 3aIIMIaeMON HH(OpMaIUH.
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B3anmoneiicTBue ¢ TPeTbUMHM JULAMUA

B mensax obecneuenuss mHbopmanuonHnoit 6e3omacHoctu ['BJIOY nerckuit cang Nel mpu
B3aMMOJICMCTBUU C TPETHUMHU JIMIIAMH JIOJDKEH BBINOJIHATH CIASAYIOIIME MEPONPUSITHS 110!

3aKJIIOUEHUIO COTJIallleHUusT O HepasrJlalleHuH HWH(OpManuu OrpaHM4eHHOro JIOCTyIa
MOJTy4YEHHON B XOJI€ MCTIOIHEHUS JOTOBOPHBIX 0053aTENbCTB,;

OCYILIECTBICHUIO KOHTPOJISI 3a JEHCTBUSIMHU IPEICTABUTENEH KOHTPAreHTOB B Ipejaenax
KOHTposnupyemoii 30861 JIOY.

YnpasJ/ieHue )KU3HEHHbIM HUKJIOM HH(OPMALMOHHBIX CHCTEM

MeporpusiTus B Iporecce >Ku3HeHHoro 1ukia nadopmanuonusix cucreM ['BJIOY nerckoro
caza Nel nomkHBI ObITH HallpaBJIEHbI HA 0OeCIIeUeHNEe 3alUThl UHPOpPMAaLMK IPU BBOJE B ICHCTBHE,
JKCIUTyaTaluu, CONPOBOKIECHUN U MOJICPHU3AIMH, BBIBOJA U3 IKCILTyaTal[1H.

OcHoBanueM Tipu pa3zpaboTke WH(OOPMAIMOHHBIX CHCTEM JOJDKHBI SIBISITHCS PEIICHUS
NpUHATBIE HAa cTaguu (OpPMHPOBaHUS TpeOOBaHMM, conepXamue TpeOOBaHUS B TOM UHUCIIE
10 CUCTEME 3aIIUTHI UHPOPMALIUH.

JIro6oe rutaHupyemMoe K BHEIPEHUIO U3MEHEeHNEe HH(POPMAIIMOHHON CUCTEMBI PEABAPUTEIHHO
JOJDKHO ~ OBITh  MPOAHATU3UPOBAHO HAa  COBMECTUMOCTh M OTCYTCTBHE  HapyLIECHUH
paboTOCIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEACTB 3allUThl HH()OpMALIUU.

PaGotel mo MopepHH3anuu HHGOPMAIIMOHHOM CHCTEMbI, B TOM YHCIE MO YCTaHOBKE
IpOrpaMMHOr0 oOecrieueH st 1 OOHOBIIEHUH, TOJDKHBI TIPOBOAUTHCS B HEpabodee BpeMst UM BpeMst
HaWMEHBIIIEH paboueit Harpy3KH.

[Ipn BbIBOAE U3 OKCIUTyaTalud HWHGOPMAIMOHHBIX CHUCTEM JOJKHO 00eCTeYynBaThCs
rapaHTUPOBAHHOE yJaJIeHHE 00padaThiBaeéMO U XpaHUMON B HUX MH(OPMAIINH C UCIIOIb30BAHHEM
CPEICTB rapaHTHPOBAHHOI'O0 YHHUYTOXKEHHUS MH(OpMALUU WIK IMyTeM (U3HUYECKOrO YHUUYTOXKEHUS
HOCUTeNe UHPOPMAIIHIH.

Bce npouemypsl obecriedeHus —3amuThl  MHpOpMAanuMM, ycraHoBileHHble B JIOY
B OTHONICHHWH HWH(POPMAIMOHHBIX CHCTEM, JOJDKHBI BBINOMHATHCS M KOHTPOIHPOBATHCS
OTBETCTBEHHBIMHU JIUI[AMH 32 OPTaHU3AIMIO padOT MO 3alUTe UHPOPMALIUH.

KouTpoJas goctyna k uHGOpMallHOHHBIM CHCTEMAM

Bce paborauku ['BJIOY merckoro cama Nel, momymieHHbIE K paboTe ¢ WHPOPMALMOHHBIMH
CUCTEMaMH HECYT IE€PCOHAIbHYIO OTBETCTBEHHOCTh 32 HAPYILECHUs YCTAaHOBJIEHHOI'O MOpsAJKa
00paboTKu MH(OpMAIIH.

VYpoBens momHOMOUYHUH moab3oBareniss B uHpopmammonnon cucreme I'BJIOY nerckoro cana
Nel pomxeH onpeaensiThCs B COOTBETCTBUU C €TI0 JOIKHOCTHBIMU 00S3aHHOCTSIMHU.

Jloctyn monb3oBareneil k napopmarnronHeiM cuctreMaM ['BJIOY netckoro cama Nel pomken
KOHTPOJIMPOBATHCS aIMUHUCTPATOPOM MH(POPMALIMOHHON CUCTEMBI.

OcylecTBIIEHHE PETYISIPHOIO KOHTPOJISI BBITOJIHEHUSI OPTaHU3aLMOHHO-PACIIOPSIAUTEIbHBIX
JOKYMEHTOB, KacaloIIuXcsl peraameHtanuu aomycka pabornukoB ['BJIOY merckoro cama Nel «
UH(POPMAITMOHHBIM CUCTEMAaM.

Nnentndukanus u ayreHTupuranmus

JlocTyn monb3oBarenedl K UH(QOPMAIMOHHBIM CHCTEMaM JOJDKEH IMPEeIOCTaBIATHCA TOJIBKO
MIOCJI€ YCIIEUIHOTO 3aBEepIICHNUs HICHTH(PUKALINHY, ayTeHTU(DUKAITUH.

[lonyuenue mnosnbp3oBaTeleM HMEHUM B HH(GOPMAIMOHHOM cHUCTEME M Mapojsi, KOTOpbIe
00eCreunBaT 10CTYN K HH(GOPMAIMOHHON CUCTEME, JOHKHO OCYIIECTBISTHCS O MPEICTABICHUIO
PYKOBOAMTENS CTPYKTYPHOI'O MOAPA3AEIEHUS.

YnpasJieHue 10CTYIIOM

B TI'BAOY nerckom camy Nel H[OMKHO OCYIIECTBISATHCS YIPABICHUE JOCTYIIOM K
MH(OPMAIMOHHON CHCTEME IMOCPEJCTBOM pealu3aliui HEOOXOJUMBIX METOOB, THUIIOB M TMPABUII
pasrpaHUYeHUS TOCTYIA Mob3oBaTessiM nHpopmanuonHoi cucreMbl ' B/I0Y nerckoro cama Nel. B
TOM 4HcJIe 00ecledeH 3allUIIeHHbIN YAaleHHbIN TOCTYI CYObEKTOB JOCTYIa K 0ObEKTaM J0CTYIa
Yyepe3 BHEITHUE NHPOPMAIIOHHO-TEIEKOMMYHUKAIIMOHHBIE CETH.

Be3onacHocTh npu padore ¢ HoCUTEJsIMU HHPOPMALMH
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Pabdorauku I'BJIOY nerckoro cama Nel MOKHBI MCITOJIB30BATh TOJIBKO YYTEHHBIE ChEMHBIE
MallMHHBIE HOCHUTENU HH(POPMALMU MJIs BBINOJIHEHHUS CBOMX JOJDKHOCTHBIX OOS3aHHOCTEH.
Hcnons3oBanue CheMHBIX MamMHHBIX Hocutener mHdopmanuu B ['BIOY nerckoro cama Nel B
MHBIX LIEJISX CTPOrO 3alpeieHo.

CpeMHbIe MalIMHHBIE HOCUTENN WH(GOPMAIUHU JOJDKHBI XPAHUTCS B ONE€YaThIBAEMbIX IIKadax,
B MIOMEIIIEHUSAX B KOTOPBIX MpeaycMOoTpeHa 00paboTka nH(pOpMauy OrpaHUueHHOr 0 10CTYIIA.

B cnydae kpaku WM MOTEPU ChEMHOI'O MAIIMHHOTO HOCUTENS MH(GOpMAINH, a TaKKe HHBIX
WHIUJICHTOB, KOTOpPbIE MOTYT NPHUBECTH K HApYIICHHIO CBOWCTB HH(pOpPMAIMU OTPaHUYEHHOTO
J0CTYNAa, AOHKHBI TPOBOAUTHCS. MEPOIIPUATHUS 110 pacCIEAOBAaHUIO TAKMX UHIIMIEHTOB.

[Tpu BBIBOJE M3 AKCIUTyaTallil ChEMHOTO MAIlIMHHOTO HOCHTENST MH(POPMAIUH, BCEe TaHHBIE,
XpaHsLIecss Ha HeM, JOJDKHBI ObITh YIaJIeHbl OMpEEeIeHHON KOoMHCCHel u3 uncia pabOTHHKOB,
CPEICTBOM TapaHTUPOBAHHOTO YHUUTOXKCHHSI HHPOPMAIIHH.

®dakT yHWUYTOKECHUS WH(GOpPMAIMM HA CHEMHOM MAIMHHOM HOCHTENe WH(GOpMAIUN
¢ukcupyercs B akTe 00 YHUUYTOKEHMM HMHPOPMAIMK CO CHEMHOTO MAIIMHHOIO HOCHUTENS
uH(pOpMaLUH.

Perucrpanust coobITHI

B I'BJIOY nerckumii cam Nel momkHA OCYIIECTBISATHCA PETHCTPAIMUA COOBITHN O€30MacHOCTH
Ha Bcex KommoHeHTax uHpopmanuoHHblXx cucteM ['BJIOY nerckoro cama Nel, B KOTOpBIX
oOpabarpiBaeTcs 3ammuinaemast HHpopmarus.

AHTHBHUpPYCHAS 3alIIUTA

B nemnsix oOHapyskeHUs 1 ycTpaHeHUs BpeaoHocHbIX nporpaMM B I'BJIOY nerckoro cama Nel
JIOJKHBI UCTIONIB30BATHCSI CPEJICTBA AaHTUBUPYCHOM 3aIUTHI MH(POPMAIUH.

OO6s13aTeIbHOMY KOHTPOJIIO CPEICTBOM AaHTUBUPYCHOM 3alUThl HH(OpMALUU JIOJKHA
nojyiekats J00as wuHdopmarus (TeKcToBble (¢dalabl JOOBIX (GopmaToB, (aiyibl JaHHBIX,
ucronHsieMble (ailnibl), ToiaydaeMmas M TepeaaBaeMasl IO JIOKAJIbHON BBIYHCIUTEIBHOW CETH
B TOM 4YHCJ€ U CETAM OOIIEro Mojib30BaHUs, a Takke MH(OpMalus, XpaHHMas Ha ChEMHBIX
MAalIMHHBIX HOCUTENSIX UH(POpMAILIUH.

ITpu ycTaHOBKE MPOrpaMMHOI0 00eCIeYeHHsI MIIM €ro OOHOBJICHHUS Ha CEBEpHOE 000py10BaHHE
JIOJPKHA aBTOMAaTHYECKU BBIINOJHATHCS MPEIBApUTEIbHAs IPOBEPKAa JAHHOIO MPOrpaMMHOIO0
o0ecrieueHus: Ha OTCYTCTBHE BPEJOHOCHOTO TPOrPaMMHOT0 00eCTIeUeHUSI.

O6noBneHune 0a3 cUTHATYp JUIsI CPEACTBA AHTUBHPYCHOW 3aIIMTHI MH(GOPMAIMH JOTKHBI
OOHOBJISITHCS €KETHEBHO.

[Tonb3oBaTenn oe3 npaB aJMUHHCTpaTOpa H(}OpMaLOHH O CUCTEMBI
I'BAOY nerckoro caga Nel He HOMKHBI UMETh BO3MOXKHOCTh MOTYYEHUS IOCTyIAa K KOHPUTypaluu
AHTUBUPYCHOI'O CPEJICTBA 3AILMUTHI UJIU €r0 OTKIIIOUEHUSI.

KoHTpo1b 3a11MI1IIEHHOCTH IEPCOHAIBHBIX JAHHBIX

B memsix WCKIIOYEHHUs AKCIUTyaTallMM YS3BUMOCTEH MPOrpaMMHOrO 00eCleUYeHUs TOJKHBI
MPOBOTUTCA pPabOTHIl 1O BBIABICHUIO, aHATU3Y YSI3BUMOCTEH HH(POPMAIIMOHHONH CHCTEMBI
Y ONIEPAaTUBHOE YCTpaHEHUE BHOBD BBISIBJICHHBIX YSI3BUMOCTEN. B ToM uncie opranuzanys KOHTPOJIs
YCTaHOBKU OOHOBJICHHMSI IPOTPAMMHOI0 00ECIICUeHUS BKIIIOYask CPEICTB 3alIUThl HH(OpMAIUK.

Hcnonb3oBanne NporpaMMHOro odecre4eHus

Boi6op nporpammuoro obecrnieuenus st npou3BoacTBeHHbIX HYx A I'BJIOY nerckoro cana
Nel  nmomxeH mpOM3BOAUTHCS B MPHOPUTETE K OTEUECTBEHHOMY, BHECEHHOrO B EnMHBINA peecTp
POCCHUUCKHUX TpOTrpamMM JUIsi SJCKTPOHHBIX BBIYUCIUTENBHBIX MAaIIMH W 0a3 JaHHBIX. B ciydae
OTCYTCTBHUSI aHasIora B EnquHOM peectpe poCCHIICKUX TPOrpamMMm JUTsl 3JIEKTPOHHBIX BBIYUCIUTENbHBIX
MalluH
1 0a3 JaHHBIX JIOMYCKAETCs NCIOIb30BATh IPOrPAMMHOI0 00eCreYeHue UMIIOPTHOT'O IIPOU3BOCTBA.

Hcnonb3oBanne cpeacTs Kpunrorpaguyeckoi 3amuTbl HHGopManuu

Obecrnieyenre 3amuThl HHOOPMALUK OTPAHUYEHHOTO JOCTYIMA OT PACKPBITHS, MOAU(PHUKAIIUU
Y HaBs3bIBaHMs (BBOJA JIOKHOM WH(poOpManuu) mpu ee neperade (MOArOTOBKE K Tepenaue)
M0 KaHajaM CBS3M, MMEIONIMM BBIXOI 3a Mpeaeibl KOHTPOJIMPYEMOW 30HBI 00ECTIeYMBACTCS
MIPUMEHEHHUEM CPEJICTB KpUNTOrpaduuecKoil 3amuThl UHPOPMALIUH.
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[Ipuobperenue cpeactB kpunrorpaduueckoi 3amutel nHbGopMmanuu ['6JIOY nerckoro cana
Nel ocymecTBisieTcst Ha OCHOBaHMHU JIOTOBOPOB M KOHTPAKTOB € JIMLIAMH UMEIOLIUMHU JEHCTBYIOIIYIO
munensuto @Cb Poccum Ha ocyllecTBIEHHE JEATEIBHOCTH IO pa3padoTKe, IPOU3BOJICTBY,
pacnpoCcTpaHEeHUIO MHU(POBATIBHBIX (KPUIITOrpapUuuecKuXx) CpeaAcTB, MH(POPMALMOHHBIX CUCTEM
U TEICeKOMMYHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C UCIOIb30BaHUEM IIH(PPOBAIBHBIX
(xpunTorpadMuECKUX) CPEACTB, BBHIIOIHEHUIO paboT, OKa3aHMIO YCIYT B OOJAcTH IIU(POBAHUS
nH(popMauy, TEXHUYECKOMY OOCITYKMBAHUIO IIU(PPOBANBbHBIX (KpUOTOrpaduyecKux) CpeJCTB,
MH(POPMALMOHHBIX CUCTEM U TEJIEKOMMYHUKALMOHHBIX CHUCTEM, 3AIIUIICHHBIX C MCIOIb30BaHUEM
mH(poBaIbHBIX (KPUNTOrpaguyecknx) CpeAcTB (3a HMCKIIOYEHHUEM Cllydas, €ClId TEeXHUYECKOe
oOcmykuBaHue MH(PPOBANBHBIX (KpUOTOrpapuuecKux) CpencTB, HHOOPMANMOHHBIX CHCTEM
U TEICKOMMYHUKALMOHHBIX CHCTEM, 3allUIIEHHBIX C HCIOJb30BaHUEM IMIM(POBAIbHBIX
(kpunTorpaMUecKUX) CpEICTB, OCYLIECTBIAETCS Ui oOecredeHUus COOCTBEHHBIX HYX]
IOPUAMYECKOT0 JIMIA WK HHAUBUAYAIBHOT O PEIPUHUMATEIS).

B umenax opranusanuu M oOecrnieueHMM Iepeladyd HWHQPOpPMaluM 10 KaHajlaM CBS3H
C HUCIOJBb30BAaHUEM CPEJICTB KPUNTOrpapuuecKor 3aliuThl MHPOPMAIMU, a TAKXKE BHIIOIHEHUS
muneH3noHHbIX TpeboBanuiit ®Ch Poccuu B 'BIOY nerckoro cama Nel mgomxeH ObITh CO3/1aH OpraH
KpUITOrpaduyecKoi 3aiuThl.

[opransuslie pemenus I'B/IOY nerckoro cana Nel ¢ BO3MOKHOCTBIO JOCTYIA € ceTel 001ero
MI0JIb30BaHUsl JOJKHBI B NPUOPUTETE pa3pabaThIBaThCsl ¢ OpraHM3alMeil 3alllMIIEHHOr0 KaHaia
nmocpeacTBoM npoTokoia TLS ¢ momaepxkoit anroputmoB 'OCT 34.10.

Hcnoab3oBanue 3J1eKTPOHHOM MOYTHI

DOnekTpoHHas mouTa Jo/bkHa ucnonb3oBarbest B I'BJIOY nerckom cagy Nel ¢ wmensro
OpraHu3aly OOMEHa JJIEKTPOHHBIMU COOOILIEHUSMU MEXAY pabOTHUKaMU U CcyObeKkTaMu
HH(pOPMAIMOHHOM 0€30ITacCHOCTH.

IIpu ncronb30BaHUU IIEKTPOHHOM OYTHI 3aIIPEILACTCS:

oOMeH uHpopMmaiueil 1 ciykeOHOro 1mojiab30BaHMs, a TaKke HH(opMaLuel orpaHUYEHHOr O
JOCTYIa;

IIPEIOCTABIIEHUE J1OCTyNA K JIEKTPOHHOM MOYTE C UCIIOIB30BAaHUEM JAHHBIX CBOEH y4ETHOU
3aMKCH TPEThUM JIMIIAM;

MyOJIMKAIUsl CBOEro CIY)KEOHOIo ajipeca 3JIEKTPOHHOW IMOYTHI B 3JIEKTPOHHBIX KaTajorax,
Ha [TOMCKOBBIX MallIMHAX U APYTUX pecypcax ceTu IHTEpHET B LIENsAX, HE CBSI3aHHBIX C HCIIOJIHEHUEM
CBOUX JIOJKHOCTHBIX 00sI3aHHOCTEH;

MOJMMCKA MO AJIEKTPOHHOM MOYTE HA PAa3JIMYHbIe PEKJIAMHBIE MATEPUaIbl, JTUCThl PACCHUIKH,
JJIEKTPOHHBIE >KYPHAJIbl M T.[., HE CBA3aHHBIC C BBIIOJHEHUEM I0JIb30BATEIEM JOKHOCTHBIX
00s13aHHOCTEN;

OTKpBITHE (3allyCK Ha BBINIOJIHCHHUE) (HalJIOB, TOJYYCHHBIX 110 JJEKTPOHHOM IOYTE
WM u3 pecypcoB ceru HHTepHer, 0Oe3 mNpeABapUTEIbHONM MPOBEPKH HMX AHTUBUPYCHBIM
IIPOrPaMMHBIM 00€CTIEYEHUEM.

PaGora B ceTsix 0011er0 MoJIb30BAHUS

JOY ocraBnser 3a co0oi paBo GJIOKUPOBATh MJIM OTPAHUYMBATE JOCTYI pAOOTHUKAM K CETSIM
CBSI3W OOIIEr0 TMOJNb30BaHUS, B TOM uucie ceTd WHTepHeT, coiep)kaHue KOTOPbIX HE HMEEeT
OTHOILIEHUS K UCTIOJIHEHUIO JOKHOCTHBIX O0S3aHHOCTEMH, a TakKe K MH(POPMALMOHHBIM pecypcaM,
CoJIep>KaHue U HAlpaBJIEHHOCTh KOTOPBIX 3aIlpeleHbl 3aKOoHoaTenbcTBOM Poccuiickoit denepanuu.

Nudopmarus o nmocemaempix padboraukamu I'BJIOY nerckoro cama Nel mHpOpMAIOHHBIX
peCypcoB MPOTOKOJIIUPYETCS Ui MOCIENYIOIIEr0 aHajau3a U, IpU HEOOXOJUMOCTH, MOXKET ObITh
MpeJICTaBIeHa PYKOBOAMUTENSIM CTPYKTYPHBIX MOJpa3jaeiieHuii, a Takxke pykooauteno ['bBIOY
nerckoro caga Nel st KOHTpoS.

[Tpu ncnonb3oBannu cetu MHTEPHET 3aMpeIieHO:

ucnoab3oBaTh npenoctabieHHbii ['6JIOY nerckoro cama Nel poctynm B ceth MHTEpHET B
JUYHBIX LENAX;

UCIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE MPOrpaMMHbIE M POrpaMMHO-aNNapaTHbIe CPEICTBA,
MO3BOJISIFOIIME MTOJIYYUTh HECAHKIIMOHUPOBAHHBIN 10CTYN K ceTh VIHTepHeT;
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MyOJIMKOBaTh, 3arpykaThb W PacCHpOCTPAHATH MaTEpHaNbl COJEp)KAIUe HEIOCTOBEPHYIO
unpopmaruio o ['BJIOY netrckoro caga Nel, a takxke danbcuduumponars cBoit [P-ampec.

Pe3epBHOe KONIMpPOBaHUE U BOCCTAHOBJIEHUE JAHHBIX

Ocy1iecTBiieHHE PE3EPBHOIO KOMMUPOBAHUS JOIDKHO OCYIIECTBISITHCS JIJIS:

nHpopmaruu  oOpabaThiBaeMoii Ha (ailsloBOM cepBepe U cepBepe IPHIOKEHUH,
MH(POPMALIMOHHON CUCTEMBI,

pabouyux MECT aIMUHHCTPATOPOB HH(POPMAITMOHHON CUCTEMBI.

Yactora ¥ peXUM PE3EPBHOTO KOMUPOBAHUS YCTAHABIMBAIOTCS TaKHUM 00pa3oM, YTOOBI
00ecreunTh MUHUMAIIBHYIO TTOTEPIO IaHHBIX U ONEPAaTUBHOE BOCCTAHOBJICHHE.

HacTtpoiika pe3epBHOro KONUpOBaHUs U BOCCTaHOBJICHUS PECYPCOB MH(POPMALIMOHHBIX CHCTEM
I'BJIOY nerckoro cama Nel momkHBI TPOBOIUTH yrmoidHoMoueHHBbIe paboTHuky ['BJIOY nmerckoro
caza Nel.

Pe3zepBHOE  KONMMpOBAaHME JOIKHO  OCYHIECTBISATHCS B ABTOMAaTHYECKOM  PEXKUME
C TPUMEHEHHEM OTE€UYECTBEHHOI0 CHEIUAIM3UPOBAHHOIO CPEJCTBA PE3ECPBHOIO KOMHUPOBAHUS
C JEUCTBYIONIMM CEepTU(PUKATOM COOTBETCTBHS MO TpeOOBaHUSM O€30MaCHOCTH HH() OpMaIUH
®CT3K Poccun.

6 OCHOBHBIE TPEBOBAHUSA K TIPOLUECCAM YIIPABJIEHUSA
UH®OPMAIIMOHHOHN BE3OIMMACHOCTBIO

MoHnTOpHHT HH(OPMALIMOHHOM 0€301ACHOCTH

Ha mocTostHHOV OCHOBE JODKEH MPOBOJMTHCS KOMIUICKCHBIM aHamu3 (DyHKIIMOHHPOBAHUS
uHpopmarmonnoit cucreMol ['BJIOY nmerckoro cama Nel M BO3HUKAIOIIUX COOBITHI
MH(POPMALIMOHHOM 0e30MacHOCTH.

[Iporiecc MoHHWTOpUHTA CHUCTEMBI oOecreueHus WH()OPMAIIMOHHONW 0€30MacHOCTH JIOJDKEH
BKJIFOYATh B C€OSI KOHTPOJIb OPTaHU3AIMOHHBIX U TEXHHYECKUX MEP I10 3aIIUTe HH(OPMAIIIH, aHATTU3
rapaMeTpoB KOH(UTYpAIIH U HACTPONKHU CPEJCTB 3aIIUThI HH(OPMAIUH.

[Ipn mpoBeneHMN KOHTPOJIBHBIX MEPOIPHUATHM, CBA3AHHBIX C OLEHKOW pealu3alud Mep
no 3amute uHpopmaruu B 'BJIOY nerckoro cama Nel, ymomHOMOYEHHBIE PAOOTHUKH JOJKHBI
NPUIEPKUBATHCS CIETYIOUUX TPUHIUIIOB!

He HapymaTh ¢pyHKkurnoHupoBanue aestenbHocTr ' BJIOY nerckoro cama Nel;

JIEUCTBOBaTh B COOTBETCTBUU C YTBEPKIACHHBIMU OPTaHU3AIMOHHO-PACTOPSAUTEILHBIMU
nokymentamu I'BJIOY nerckoro caga Nel mo 3amure nHbopMmauuy,

HE CKPBIBATh ()aKThI BRISBICHHBIX COOBITHI WH(OPMAIMOHHON O€30ITaCHOCTH;

o(hOopMIISATH OTUETHI, MOATBEPHKAAFOIIHIE BHIMOTHEHNUE MEPOTIPUATHI 1O 3aIIUTe HHPOPMAIIUH.

Nudopmarus, mnomydeHHas B XOA€ TMPOBEACHUS KOHTPOIHPYIOIIUX  MEPONPHUITHIMA
0 JCHCTBHUAX, COOBITUAX M IMapamMeTpax, UMEIOUMX OTHOIICHHE K pealiu3allid Mep MO 3alluTe
nH(pOpMAIUHU, TOJDKHA KOHCONMHIUPOBATHCS M XPAHUTHCS B MECTaX, HMCKIIOYAIOIINX TMOIYYCHHE
K Hel HECAaHKIIMOHUPOBAHHOIO 1OCTYIIA.

MOHUTOPUHT JaHHBIX O 3apETUCTPUPOBAHHBIX COOBITHSAX WH()OPMANMOHHON 0E30MacHOCTH
JIOJIKEH TIPOBOJIUTHCS, IO BO3MOXKHOCTH, C UCIIOJIb30BAHUEM CHUCTEMBI MOHMTOPHHTA HHITUICHTOB
UH(GOPMAIIMOHHON 0E30MaCHOCTH WJIM BCTPOSHHBIX MEXaHM3MOB HACTPOMKH W ayAuTa COOBITUI
B TPOrPaMMHBIX M MPOTPAMMHO-AMITAPATHBIX CPEJICTBAX, HCIOIB3YEMbIX B HWH(OPMAIMOHHON
undpacrpykrype 'OV nerckoro caga Nel.

YnpasJjieHue pucKaMmu

OmnpeneneHre BHYTPEHHHX TpeOOBaHM TO 3amIuTe WH(DOpPMAIMH, JOMKHBI OCHOBBIBATHCS
Ha pe3yibTaTax MPOBEICHUS aHAIM3a PHUCKOB HApPYIICHUS OCHOBHBIX CBOWCTB 0O€30MacHOCTH
1t nHGopManroHHbIX pecypcoB 'BJIOY nerckoro cama Nel.

OCHOBOI1 OIIEHKH PUCKOB JOJDKHA OBITH OIICHKA YCIOBUN M (DAKTOPOB, KOTOPBIE MOT'YT CTaTh
MPUINHON HAPYIIEHUS [IEJIOCTHOCTH, KOH(PUICHIINATBHOCTH U IOCTYIMTHOCTH JJI WH()OPMAITHOHHBIX
pecypcoB I'BJIOY nerckoro cama Nel.

Pesynbprarom mpoBeeHHS aHANIM3a PUCKOB JOJDKEH OBITh pa3pabOTaHHBIN KOMILIEKC Mep,
HalpaBJIEHHbIX HAa CHIDKEHHE BO3MOXKHOT'O HETATHBHOI'O BIUSHHUS HAa OCHOBHYIO JESATEIHHOCTD
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I'BJAOY nerckoro cama Nel mnpu peanuzanuu TOW WJIA HHOW YTPO3bl 0€30MaCHOCTH HH(POPMAIIUU U
00eCreunBaOIIMX B JalbHEWUIIEM JOCTAaTOYHBIA YPOBEHb 3alUIIEHHOCTH WH()OPMAIIMOHHBIX
cucreMm 'BJIOY nerckoro cama Nel

YnpasJ/ieHue MHIIUIEHTAMH HH(POPMAIIMOHHOI 0€30NaCHOCTH

Jnsa obecnieuenus 3¢ hekTUBHOTO pa3penieHus: HHIIUAEHTOB HH(POPMAIIMOHHONW 6€30MacHOCTH
B I'BJIOY perckoro caga Nel, MUHUMHU3AIMU TMOTEPb W YMEHBIIEHHUS PUCKA BO3HUKHOBEHUS
MOBTOPHBIX MHIMJICHTOB JODKHO OCYIIECTBISTHCSA YIPABICHUE WHIUJEHTAMU MH(GOPMAIIMOHHON
0€30MacHOCTH.

s ynpaBineHuss MHIUACHTaMH WH(OPMAIMOHHOW O€30MacHOCTH JOJKHA OBITH CO37aHa
ciry’k0a MOHHTOPUHTA W PEarupoOBaHUs HAa WHIUACHTH HH()OPMAIIMOHHON 0E30MMacHOCTH, KOTOpast
MOCPEACTBOM KOMILJIEKCA CPEACTB M MEpPONpUATHN UIsi cOopa M KOHCONMIAMU HH(pOpMaluu
00 MHIUJEHTAX pelIaeT JaHHYI0 3aJady. B OTHOIIEHWH KaXXIAOTO MPOH3OMISANICT0 WHIUACHTA
paboOTHUKAMU W3 CIYKObl MOHHTOPHHTAa WM pPEardpoBaHUS Ha WHIMACHTH WH(GOPMAIOHHOM
0€30MacHOCTH JIOJDKEH BBITIOHATHCS €ro aHalu3, U pa3padoTka »3(h(PEeKTUBHBIX MEp pearupoBaHUS
Ha JaHHBIN UHITUACHT.

Ayaut cucrembl odecniedeHusi HHGOPMALMOHHOM 0€30M1ACHOCTH

B nensix onenku texymero ypoHs nHpopmannonHoi 6e3onacuocta 'BJIOY nerckuii cam Nel
Ha peryJsipHON OCHOBE JOJKEH MPOBOAUTHCS ayIUT HH(GOPMAIIMOHHON O€30IMacHOCTH.

BryTpeHnHue ayauThl JOKHBI BRITONHITECS padorHukamu ['BJIOY merckoro cama Nel. B
YHCIIO 3aJ1a4, PellaeMbIX [IPU MPOBEICHUN BHYTPEHHUX ayJUTOB MH(OPMAIIMOHHON O€30MacHOCTH,
BXOJIAT:

cOOp W aHamM3 UCXOAHBIX JTAHHBIX 00 OpPraHW3aIMOHHON M (DYHKIHMOHAIBLHOW CTPYKTYpE
MHQPOPMAIIMOHHBIX CUCTEM, HEOOXOAMMBIX IS OIEHKH COCTOSHUS CUCTEMBI 3aIIUTHI HH(OpMAIINH,

aHallM3 YTBEPXKICHHBIX OPraHU3aLUOHHO-PACIIOPSIAUTENbHBIX JOKYMEHTOB IO 3allUTe
nH(pOPMALIUU HA IPEMET UX TOITHOTHI U 3()(HEKTUBHOCTH, a Takke (HOpMUPOBAHHE PEKOMEHIAINN
10 MX JOpa0OTKe MM pa3padOTKU HOBBIX;

o0ocHoBaHWE (UHAHCOBOH dS(PPEKTUBHOCTH BHOBH IPHOOPETAEMBIX CPEICTB 3aIlIUTHI
uHdopMaruy,

MIPOBEpKa MPaBUIBHOCTH BEIOOPA M HACTPOMKH CPEJICTB 3aIUThl HHpOpMamuu, GopMupoBaHUE
MPEUIOKEHUHM 10 HCIONBb30BAHUIO MMEIOIIUXCS CPEACTB 3aIlUThl MHPOPMALUU JUISl TOBBIMICHUS
ypOBHS Haa&xHOCTH U O6e3onacHocTy nH(popMarmonusix cucteM I'BJIOY nerckoro caga Nel;

aHAJIM3 OTYETOB TI0 TPOU3OMICIINIMM HWHIUICHTaAM WH(GOPMAIMOHHON O0e30macHOCTH
Y IPUHSATHIM MepaM I10 X pa3peleHuIo.

IHoBbIIEHNE 0CBEIOMICHHOCTH PA0OTHUKOB

B pamkax opraHu3aluu KOMIUIEKCHOTO TMPOTHUBOACHCTBUS  yrpo3amM 0e30MacHOCTH
nadopmaruu, ucxomsmum ot padborHukoB I'BIOY nmerckoro cama Nel mgomkHa MOCTOSHHO
MOBBIIIATHCSI UX OCBEIOMIIEHHOCTh B 00JIACTH 3aIlUThl HH(POPMALIUU.

[ToBpimenue ocsegomiaeHHocTH padboTHUKOB ['BJ/IOY nerckoro caga Nel ocymiectBisiercs:

no cymectBytomiuM B ['BJIOY nmerckoro cama Nel opranuzanmoHHO-pacnopsiAUTEIbLHBIM
JOKYMEHTaM,

no npumensieMbiM B ' BZIOY nerckoro cana Nel mepam 3auiuTsl HHGOpMAIIHH;

10 MPAaBWJIBHOMY MCIIOJIb30BAHUIO CPEJICTB 3aIUTHI HH(OPMAIIHH.

7  3AKJIIOYEHHUE

IIpn usmeHeHMM JeicTByrOLIEro 3akoHojaTenbcTBa Poccuiickoit Denepanuu B 001aCTH
3aIuThl HTHGOPMAIIMH, a TaKKe OpraHU3alMOHHO-PACIIOPAIUTENbHBIX TOKYMEHTOB [610Y aeTckoro
caga Nel Hactosmas [loauTrka 1 U3MEHEHUs K HEeW MPUMEHSIOTCS B 4acTH, HE MPOTUBOpeYalen
BHOBb IPHUHATHIM 3aKOHOAATEIbHBIM M WHBIM HOPMATHUBHBIM aKTaMm, a TaKKe BHYTPEHHUM
nokyMentam JJOY.

Bce T1peOoBaHus, yCTaHOBIEHHBIC JEHCTBYIOIIMM 3aKOHOJATENBLCTBOM  Poccuiickoit
CDe,uepauHH, IIOA3aKOHHBIMU aKTaMH M JOTOBOPHBIMM OTHOLICHHAMH, a Takke moaxon [BA0Y
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AeTcKoro cana Nel
K 00ECIeYeHHIO COOTBETCTBUS 3TUM TPEOOBaHMSM JOJKHBI OBITh SBHBIM 00pa3oM OIpeJeleHbl,
JOKYMEHTUPOBAHBI U MTOAIEPKUBATHCS B AKTYAJIbBHOM COCTOSIHUM.

I'BAOY nerckoro cama Nel B mpUOpUTETHOM HANpPAaBIEHUU JIOJDKEH pPAacCMaTpUBAThCS
Iepexo.
IPOrpaMMHOr0 0OecreueHre OTCUECTBEHHOTO MPOU3BOIMTEINS, BKIIOUYCHHOTO B €IMHBIA peecTp
POCCHUHCKHUX IPOrpaMM Uil AJEKTPOHHBIX BBIYUCIMTENBHBIX MAllMH U 0a3 JaHHBIX. B Tom uucne
10 YacTH CEPBEPHOro, KOMMYTALlMOHHOIO OOOPYAOBaHUS M INPOrpPaMMHO-AMMApaTHBIX CPEICTB
BKJIFOYEHHBIX B EUHBIN peecTp pOCCUICKON PaarO3IEKTPOHHON IPOLYKLIMH.

[lepecmMoTp W BHECEHME M3MEHEHUM B HACTOAIIYH [lONIMTHKY  OCYIIECTBISAIOTCA
Ha MEPUOJUYECKON U BHETUIAHOBOW OCHOBE.
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